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CE-CERT’s Servers
UNIX Workstations

10Mbit switches linked
via 100Mbit FDDI ring

10Mbit switch

Lab Workstations

8/16 port hubs

80 port hub

T1 Router

Office Area Workstations
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hoks��pÆkmh�hod�d��¸hjd&fopu�qpukmvgp�hoi+p��ex�����pwhjlu�¦cedgf�p��+x����+ymp�t�km©Îhoi+p��+lopuf¡lr�0pu�qkm¿+pq�­hjks��p
kml�lrpuh�hod�Ï ·	·�·	· ��ks�ufodglrpq�udg|+�+lzx�|+�?��p�hjfox���� ±t· �ex�����puholAks|¦ÏgÏ ·	·	· ��ks�qfrdglopu�qdg|}�+lqt

¡	�



��p¡lr�$x�ympnhoi+p ±t· �+x�����pwhjl��}d��B|(hjd¸¹o¹ÐÏ ·	·	·	·?Ñ?±t· »Ï�?ÏgÏ ·	·	· »rÒ ­ �2§Ai}kslBhjpqymyslA�+l��zp
x�frp�fopu�qpqk
v{ks|+²��ex�hjx�x�h�x�fox�hjp8d�© ­ �ex�����puhjlD�0pufDÏ ·	·	·	· ��ks�ufodglrpq�udg|+�+lu�

"Pp¡�qx�ysy6hoi+kslB¥+ymd����¦d�©"�ex�����puhol�fopu�qpukmvgpu��ks|&hji}p¡�+lrpqf�lo�¢pq�ukm¿epu�(hjkm��p�©ªfox���p�d�©
Ï ·�·	·	· ��km�qfrdglopu�qdg|+�}l�x�jr��i=�+|+��l+��"bpn��pupq�¸hofjx����&d�©"x�¿���pu��|=�+�Æ¥¢pqf�d�©"��i=�+|+�=lu�
Ó�d���puv�pqfut�hoi+pÆhjkm��pn©ªfjx���p~pqx���i­��i=�+|+��frpq�+frpqlopu|�hjlnksl��+lrpqf��udg|}¿e²g�}fjx�¥+ymp�x�h�fr�+|�£
hoks��p�hji+frdg�+²gi�Ô���ÕeÖ É �

§;d���pqpu�Zhji+p®x���dg�}|=h~d�©Bi+kmlrhjd�fr¯�ks|}©ªd�fo��x�hjkmdg|P�udg|+l*h�x�|�h$t[��i=�+|}�{l���pqfrp®��pq��h
km|�x¸�uksfo�u�+y·x�f¡¥+��×�pufq�¸§Ai}p¦|=�+�Æ¥¢pqf~d�©B��i{�}|+�=l�lrhjd�fopq�Zkm|Phoi+p¦�qkmfo�u�+y·x�fn¥+�}×0pqf¡ksl
pulrh�x�¥+yskmloi+pu�Zx�h~hoi+p¦��pqfo|}pqyÐØÙl��qd����+kmysp�hjkm��p��¸µ�pq�$x��+lop&x¸��i=�+|}���qdg�}ys��frpq�+frpqlopu|�h
hoks��p�loysd�hjlDx�lDysx�fo²�p¡x�l�Ï · ��lut¢lrpuv�pqfjx�yÇlopu�qdg|}�+lD��dgfrhoi�d�©Çfjx�hop¡km|}©ªdgfo��x�hoksdg|®�udg�+ys�
¥¢p8p$x�lrksym¯���pu�}h$�

jj¨zi=�+|+�=k
©Ú¯�km|+²	l+t0x�l��zpÆi+x�v�p��qdg��p8hjd¦�qx�ysyÛhji}kslBhjpq��i}|+ksÌ=�+p�t6ljx�hoksl*¿epql�hoi+p¡¿+folrh
h4��d&fopqÌ=�+kmfopu��pu|=hol��zp�|}d�hjpu��p$x�fryskspufq°��Íh�iex�l�v�pqf*¯�ysd�� d�vgpufoi+pqx��Plrks|+�up~hji}pÆhjks��p
�udg���}�}h�x�hoksdg|}l~x�frp¦��ks|+km�?x�yA¹Ð¨zdg���+ksymks|+²&hjd�x�lolrpq�Æ¥+y
¯P�Bk
hji � É=É 
=Ü��+|+�+puf~hji+p
�;pq|�hjkm�+��x�fo��i+k
hjpu�uhj�}fopnloi+d��Bl�hoi+p¡��x�hoi(�udg���}�}h�x�hoksdg|}lBhod�hjx���pnyspulolBhjiex�| �	· km|�£
l*hjfo�}�uhjkmdg|+lj»wt�x�|+�8hji+p[lr�?x�ysygx�fofjx$¯�d�©}km|�hjpq²�pqfol6hodBlrhjd�fop[hji+p[i}kslrhodgfokm�$x�y��ex�hjxBfrpqÌ=�+kmfopql
ymkmhohoyspD��pu��dgf*¯g�
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§Î¯{�+ks�qx�ysy
¯gt�x�|�km|+�qdg��ks|}²�fjx�hjpAkslÇ�qdg���+�}hopq��¥�¯Ælopwhohoks|+²nx�hjkm��puf[x�|+���udg�+|�hjkm|+²8i+d��
��x�|�¯��ex�����puhol�x�frpDfrpq�qpukmv�pq�?¥¢pu©ªd�fopBhji+pBhjkm��puf"²gd{pql2d�×Ç�Ç�4|�dg�}f2�qx�lop�t�hoi+pB�0dglrlokm¥+ysp
|=�+�Æ¥¢pqf�d�©}lokm�Æ�+ymhjx�|+pudg�+lÛ�qd�|+|+pq�whjkmdg|+l;dg|~xA¥+�}lr¯nlr¯{lrhopq�F��x��+p[lopwhohoks|+²Bhjkm��pufol6©ªdgf
pwvgpqf*¯¸�udg|+|+pu�uhoksdg|¸x�¥ex��(ks�+pqx�lrks|+�up¡hoi+p¡l*¯{lrhjpu�a�udg�+ym�¸p$x�loksy
¯®¥¢pq�qd���pnlr�zx����0pu�
�Bk
hji��+pqx�yskm|+²?�Bkmhoi�lod&��x�|�¯(hoks��pqf�km|�hjpqfrfo�+��hjlq�¡�4|+lrhop$x���t���p�dg�}hopq��hjd&�udg���}�}hjp
hoi+p¡fox�hjp��Bi+pu|+puv�pqf�x��ex�����puh�x�fofrkmvgpu�6�Aß{ks|+�upnd��+fD²�d�x�y6kmlBhod��udg|�hjfrdgy;x��udg|+²gpulrhjpu�
l*¯�l*hjpu�àx�|+�~ymp$x$vgp�x�|~�}|+�qdg|}²gpql*hjpq�~lr¯{lrhopq�àx�ysdg|}p�t�hji+kml��+i+ksymdglod��+i�¯��zdgfr��pu�Æ|+ks�upqy
¯g�

"-i+pu|�xá�ex�����pwh¸�zx�l�fopq�upqk
vgpq��t�kmh®�zx�l¸x��q�qd��+|�hjpq�â©ªdgfqtEjr��i=�+|+�=km¿epu��l+t8x�|}�
hoi+pq|�hjpql*hjpu�Phjd�lopup��Bi}puhji}pqf~d�fn|}d�h¡x���i=�+|+�­iex��b¥¢pqpq|P�qdg���+ympuhjpu�­dgf8|+d�h$��¹º¾
��i=�+|+�á�zx�l¦�qd����+ympuhopq�á�Bi+pq|�hoi+p(¿efrlrh¦x�fofrkmv�x�yAd{�q�q�}fofopu�ãx�©Úhopqf�hji+p(pq|+��d�©�hji+p
�+lrpqf¤£4lo�¢pq�ukm¿epu�(hoks��p�ks|�hjpufrv�x�yÐ�ä»¤"-i+pq|�x���i=�+|+�®�zx�lD�udg���+yspwhjpq��t+�zpnlo�qx�|+|+pu�¸hji+p
�uksfo�u�+y·x�f[¥+�}×0pqf2d�©Ïjr��i=�+|}���+x�h�x�l¡x�|+���qdg���+�}hopq��hji+pDx$vgpqfox�²gp�|=�+�Æ¥¢pqf2d�©6�ex�����puhol
�¢pqfAlrpq�qd�|+�6�2§Ai+ksl�v�x�ym�+p���x�lBhoi+pq|�lopwh�ks| � *�
�� É Öt���=Ë È �gÊ Õ�� È �+t+�Bi+pqfrp � *¦kml�hji+p
lrd�����puhDlrhjfr�+�uho�+fop8©ªdgfApqx���i(�+x�frhoks�q�}y·x�f��udg|+|+pu�uhoksdg|6�

å ¥+lopufrv{ks|}²�hji}p¡�ud��+p�Øæl�¥¢pqiex$v{ksdgfut¢x�l*hjfjx�ks²gi�hDx$vgpqfox�²gp¡x��+�¢p$x�frpq��hjd��zdgfr�¦�zpuysy
pu|+dg�+²gi�x�|+��fopuÌ{�}ksfopu�Æhji+pAymp$x�l*h[x���dg�+|�hÇd�©¢�qdg���+�}hjx�hjkmdg|¡�Bi+km��i�ljx�hoksl*¿epql[frpqÌ=�+ksfrpw£
��pq|�h ± �8ß�ks���+ympnhofok·x�ysl�loi+d���pq��hji+p~��pu��iex�|+kmlo���+ks��x�fop$x�lodg|ex�¥+ym¯¸x��q�u�+fjx�hjp$±rdg¥
d�©V��pupq�+km|+²�hjfjx����¦d�©"fox�hjpulq�

¡ Ï
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§Ai+pÆ©ªd�ysysd��Bkm|+²�lr�qpu|ex�fokmd®�+fopulopu|=hopq�Px¦�+fod�¥+yspu��hod?hji+p�x�¥0d�vgp~lodgym�}hjkmdg|6°�x¦lod{����pwh
p��}�¢pqfrkspu|+�qpul�x�¥+�}folrh�d�©�hofjx�¸��¦©ªdgymysd���pq�Z¥�¯Zx�|«x�¥}fo�+�}h�lrksympq|+�up����4|áhoi+ksl�lrkmho�ex�£
hoksdg|6t=x8i+km²gi�fjx�hopB��dg�+ym��¥¢p��qdg���+�}hopq��x�|+��hoi+pq|�lrhodgfopu�?km|�hoi+pBlod{����puhqØælWjr�q�+frfopu|=h
fox�hjp£l(v�x�foksx�¥+ymp��¦µ��}h¡�Bi}pq|�|+d(|+pu���+x�����pwhjl~��dg�+ym��x�frfokmv�p�d�|Phji+x�h~lrd�����puhqtÇhji+p
fox�hjp¦��dg�+ym�¬|+d�h�¥0p®�+�¢�ex�hopq�áhjd­fop�¢epq�wh�hoi+p®©ªdgysymd��Bks|+²�lrksympq|+�up��Z§Ai+kml�lokmho�ex�hoksdg|
��dg�+ym��ymp$x$vgp�hoi+p8lr¯{lrhopq�ç�Bkmhoi(x�©ºx�ymlop�ks���+frpqlolrksdg|®d�©Vhoi+p8�ex�h�xÆhoi+fodg�}²gi+�+�}hq�

§;dÆlodgy
vgp�hoi+ksl��+fod�¥+yspu�(t{x~��pqfo|}pqy�hoks��pqfÎ��x�lzlopuhzhjd~²�dÆd�×(puvgpufr¯�h4�zd�lrpq�qd�|+�+lq�
§Ai+kml[hjks��pz��dg�+ym��km|=v�dg��pDx�©ª�+|+�uhoksdg|�hod¡lr�$x�|�hji+pBdg�¢pq|�lod{����pwhjl�x�|+����i}pq����©ªdgfÎlok
hr£
�ex�hjksd�|+l"�Bi+pqfrpDhoi+pqfrpDiex�l2¥¢pqpu|?|+d¡|+pu�:hjfjx+¸��A©ªdgf2x8�+lopuf�lr�0pu�qk
¿epq��hjks��pAks|�hopqfrv�x�y¶�
�Í©�hji}pqfop�iex�l�¥¢pqpu|�|}dÆhjfjx+¸���t�hoi+p�i+ksl*hjdgf*¯�¥+�}×0pqfAksl �qpufod{pq�&dg�}h�x�|+�¦hji}pkjr�q�+frfopu|=h
fox�hjp£l�v�x�frk·x�¥}ysp�kmlAlopuhBhodb�upqfrd?x�lA��pqymyÐ�

�^Ó�Ô Õ×ÖbØEÜ¥ß¥Öbà(à(Ý ØuÙ Ü[èuÚ �a��Ü-Ú

�4|­��iex���hjpqf ½ ��p��+kslr�q�+lrlopq�­hji}p�x��}vgpufrhjkmlopu�­�Bkm|+�+d��élrkd�up�t6�Bi+km��i�kml�lopu|�hn©ªfrdg�`x
frpq�qpukmv�pqfAhjd�x�lopq|}�+pqfBhjd�ks|}�+ks�qx�hjp�i+d��³�Æ�+��i��ex�h�x�lri+dg�+ym�(¥¢p8lopq|�hDx�h�dg|+p�hoks��p��

"Pp­x�²gfopupq�-ks|ã��i+x��}hjpuf ± hoiex�h®k
h®��x�¯¬¥¢p��0dglrlokm¥+ysp�hodZ�qdg|�hjfrdgy�xZlopu|+�+pufqØÙl
hofjx�|+lr��kmlolrksdg|�fox�hjp�¥�¯­�?x�|+ks�+�}y·x�hoks|+²?hoi+p�x��}v�pqfrhokslrpq�P�Bkm|+�+d��^lrkd�qp����4|�dgfr�+pqf�hjd
�+pwhjpufo��ks|+pnhji+p~v�x�ymks�+k
h4¯&d�©[hji}pÆ�qysx�ks��te�zp��+lrpq��hoi+pÆfjx�hjpÆ�qx�ys�u�+y·x�hoksdg|�pq|}²gks|+p~�+pw£

¡	m



lr�qfokm¥0pu�(km|®hji+p8�+frpuv{ksdg�}l�lrpq�whjksd�|¸x�l�x�²g�+km�+p�©ªdgf��Bi+pwhji+puf�hod�lri+fokm|+�®dgfAp��}�+x�|+��x
�Bkm|+�+d��³©ªdgf�hoi+p8lopu|+�+pqfu�
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µ�¯���d{�+k
©Ú¯�km|+²�hoi+p"©ª�+|+�whjkmdg|�hjiex�h6�qdg���+�}hopql6hji}pÎx��}vgpufrhokslopu�n�Bkm|+�+d��Plokd�up�¹ È É � � ��ë	� É�È H¢ì(��Ê+Ö�H}»¼t
��p~��pqfopÆx�¥+ysp8hjd?x��+±r�+l*h�hoi+p~�Bks|}�+d��Flokd�up~¥ex�lopq�¸dg|¸hji}p~�qd����+��hjpq�¸fjx�hop¡©ªdgfBhji+p
²gk
vgpu|�lrd�����puh�fjx�hoi+pqf�hoiex�|¤±r�+lrh�dg|®hji}p¡x$v�x�kmy·x�¥+ymp�¥+��×�pufDlrkd�qp��

§Ai+p¦²�pq|+pufjx�yzx�ys²gd�fokmhoi+�X©ªdgf¡�+puhopqfr��km|+ks|+²��Bi+puhoi+pqf�d�f~|+d�h¡hji+p��Bks|+�+d���lrkd�qp
|+pupq�+l�hod�¥¢p�fopu�+�+�qpu�bx�|+�Pk
©2lod&¥�¯�i+d��é�Æ�}��iPkml�vgpqf*¯�lokm���}ysp��Æ"-i+pq|Px®lod{����pwh
¥¢pq²gkm|+l�²gd�ks|+²�d�v�pqf�hji}pÆ�?x��}km�Æ�+�í�+lrpqf�lo�¢pq�ukm¿epu�­fjx�hop�t�hoi+pÆ�Bks|+�}d�� lrkd�qp�¥¢pq²�ks|+l
lri+fokm|+�=ks|+²+�O"-ks|+�}d��Bl�d�vgpuf ¡ �bkm|Zlokd�up&x�fop®frpq�+�}�qpq�¬lo�+¥}lrh�x�|=hok·x�ymym¯P¥0pu�$x��}lop®hji+p
��iex�|+²gp�km|?fox�hjp��0puf ± ��d�©6�Bks|+�}d��-lrkd�up�d�vgpuf ¡ ��hjpu|+�+l�|+d�h2hjdÆ¥¢p�hod�d¡�+fjx�lrhjkm�¤� ´ ½ � �
¾Dl�hji+p�fox�hjp�©ºx�ymysl�¥0puysd��âhoi+p ¡ ���?x�fr��pufqt+hji}p��Bks|+�+d��âlok��qp��+frdg�+l�x�hBx�ysd���pqfAfox�hjp
�+|�hoksy6k
hBfop$x���i+pqlBhji+p ´ �?�?x�fr�¦x�hA�Bi}ks��i&hjks��p�k
hB�+fodg�}lDx�h�x ´ Ï m ¥=¯=hop¡fox�hjp��

"-i+pu|�x��Bkm|+�+d��Glok��qpnksl�¥0puks|+²��qd����+��hjpq��hjd�lopq|}�¸hjd�hji+pnlopu|+�+ks|}²?i+dgl*h$t hji+p
�u�+fofrpq|�h8lod{����pwh¡fox�hjp~ksl��udg���+x�fopu�­x�²�x�km|+lrhDhji+pÆ�}lopqf�lr�0pu�qk
¿epq�­fjx�hjp��8�Í©2kmh�ksl�|}pq�w£
puloljx�fr¯«hjdbhofr¯«hjd���iex�|+²gp¸hoi+p�fjx�hjp�t�hoi+p¸�Bkm|+�+d��íksl�lo�$x�yspq�:fopq�}�+�qpu���}loks|}²bhji+p
x�ym²gdgfrkmhji}�`�+pqlr�qfrks¥¢pq�Zx�¥¢d�vgp���§Ai+p¦i+d��0p�ksl¡hoiex�hnhji+p��Bks|+�+d���lrkd�qp��Bksymy2frp$x���iáx
l*hjp$x��}¯&lrhjx�hjpnx�|+��x�hA��dgfrlrhD¥0dg�}|+�qp8¥¢puh4��pqpq|(h4�zd��Bks|+�}d��³lok��qpqlu�

¡�î
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�4|¦��i+x��}hjpuf m t��zp��}kslo�u�+lol�x~lopufokspul�d�©�p��}�¢pqfrks��pq|�hjl��Bi+ks��i¦lri+d��âhoiex�hzx�ysymd��Bks|+²8hji+p
§�¨��-�Bks|+�+d��Fhjd®lri+fokm|+��¥0puysd�� ± 
�ß+ß¸�$x��+lopulnp��{hjfopu��p�¢e�+�uho�ex�hoksdg|+l�ks|��¢pqf*©ªdgf*£
��x�|+�up���§Ai+kml�yspu�«�}lÆhjd­��d{�+k
©Ú¯Pd��+fÆ�Bks|+�}d��Mlok��qks|}²­x�ys²gd�fokmhoi+�ñlo�+��iáhji+x�h�hji+p
�Bkm|+�+d���lrkd�qp���dg�+ym�6°

± �¦Â�fod��³x�|+��loi+frks|+�?¥=¯ ± 
�ß}ß�x�h�xÆhoks��p

´ �Dò�puv�pqf�loi+frks|+�¦¥¢pqymd�� ± 
�ß+ß

§Ai+pnfopqx�lodg|}ks|+²�©ªdgf�hoi+kslAkmlAloi+d��B|¸km|&��iex��}hopqf m �
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"-k
hjiW�Dõ��Plrhoksymy�¥¢pqkm|+²�x�y·x�fo²gp��ex�frh"d�©³jox$vgpqfox�²gp£ln|}puh4��dgfo�~hofjx�¸���t�kmhjlV¥ex�|+���Bks�}hoi
�udg|+lo�}���}hoksdg|�x�|+���qdg|�hofodgy |+pupq�+pu�?hjdn¥0p��+pqx�ymhÎ�Bkmhoi6�¥��|}©ªdgfrho�+|ex�hopqy
¯gt=¥�¯�k
hjl[vgpufr¯
|ex�hj�+frp�t}k
h��+d{pqlz|+d�hAiex$v�p8x�|�¯¦�=ks|+�?d�©�hjfjx+¸����qdg|�hjfrdgy���pq��i+x�|+kslr�ôhoiex�h��zp��udg�+ys�
��x�|+km�+�+y·x�hjp��

å �+f�ks|+k
hjk·x�y��+frdg�0d�ljx�y��$x�ysyspu��hod?�+lrp?ö+õ�÷�ö Ü�ø�ø�ù�õ	ú E�ø�ú�÷�õgú(��puloljx�²gpql�hjd?�udg|�£
hofodgy6i}dglrhBhjd�i+dgl*h��qdg���Æ�+|+km�$x�hoksdg|��[ÓDd���puvgpufqt hji+p8i+d�lrh�fopuÌ{�}ksfopu��pu|�hjlÅ,Dc;¨�lr�+²�£
²gpulrholzhjiex�hzhji}ksl2��pu��iex�|+kmlo�ô|+d�h�¥¢p��}lopq�&x�|=¯{��dgfop��[¾�lAxnfopulo�+y
h$t��Ûkm|{���?�}d�pul�|+d�h
x����=|+d��Bympq�+²gpBdgf[lrpq|+��hji}kslÇh4¯{�¢p�d�©0�*¨�
_����puloljx�²gp��¥���0d�|�©ª�}frhji}pqf[ks|�v�pqlrhoks²�x�hjksd�|6t
��p�©ªdg�+|+��hoiex�h2ß��}|?ß{dgy·x�frkslV�+d�pul[|+d�h[�}lopBkmhÇpqkmhoi+pqfu�[µzpu�$x��+lrpBd�©�ß��+|6ØÙl[�+dg��ks|ex�|+�qp

¡	¡



km|(hji}p~ks|}�+�+lrhofr¯�t0��p¡©ªpqy
hDhoiex�hDhji+puksf��+pq�ukslokmdg|¸|}d�h�hod?lo�}�+�0d�frh�hoi+kslD��pulolox�²gp~lr�+²�£
²gpulrholBhoiex�h�kmhz�zdg�}ys��¥0p8�+lrpqyspulolAhjd���x���p�k
hA�zdgfr�¦�+|+�}pqfÅ��km|=���0�

§Ai+pDx�ys²�dgfok
hji+�Fhjiex�h2��p��}lopBhjdn�qdg|�hjfrdgy.��õ���fox�hjpulÎkslÎ|+d¡x�ys²gd�fokmhoi+���J"Pp�fopqy
¯
dg|�hji+p�x��+�+yskm�$x�hoksdg|�kmholopuym©Ûhjd¡hji+frd�hohoysp�kmhjl�fjx�hop��Bi+pu|�k
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