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Practice Safe Threads

There are four “safety” levels to be observed when writing threaded code.

Sgnal Safe

The function can be safely (i.e. without potential of deadlock) called from within a signal handling
function. POSIX.1c providegt hr ead_si gmask to access the per thread signal mask. POSIX.1c also
provides a function to synchronously wait for asynchronous sigsatppai t .

MT Safe

Function can be safely called from within a threaded program without explicit locking. POSIX.1c
provides mutual exclusion locks to guarantee invariants.

Fork Safe

Function or library protects itself agairfsor k operations. POSIX.1c provides hr ead_at f ork
function to register functions to be called around fork time.

Cancel Safe

Function protects itself against cancellation. POSIX.1c provideptthe ead_set cancel st at e
function to disable cancellation during “critical sections.”

Scheduling

The Solaris implementation of POSIX.1c currently only supportsS€¢ED_OTHER domain. For
threads created with “system-scop@CHED_OTHER is equivalent to the Solarisriie-Share class.
Threads created with “process-scope” and dorSGIHED_OTHER use the Solaris thread library
scheduling scheme.

The other two POSIX.1c domainSGHED_FIFO andSCHED_RR) are not accessible using the
POSIX.1c API. Howeverby using “system-scope” threads, the Solaris R@akTscheduling class and
priocntl(2) functionality approximately equivalent to these two domains can be achieved.

Availability

POSIX.1c/D8 Release 3 (BRC and x86) are available in Early Access (EA) form for Solaris 2.4 from
the Solaris Developer Support Centre (threads@sun.com). POSIX.1¢c/D10 is part of Solaris 2.5 EA.

Timersand Alarms

In Solaris 2.5, we are announcing the eventual End of Life for two Solaris features. The features are per
LWP POSIX timers and peghread alarms. Both features are being supplemented in 2.5 wighquarss
variants.

per-LWP POS X timers:

Under 2.3 and 2.4, thiei mer _cr eat e( 3r) function returns a timer object whose timer ID is
meaningful only within the callingWP and whose expiration signals are delivered to tié® LlSuch

timers are automatically deleted upon termination of the creatvi§ Hence, for multi-threaded

programs, only bound threads can use the POSIX timer fadilgn with this restricted use, under 2.3

and 2.4, the use of POSIX timers in multi-threaded applications is unreliable with respect to masking the
resulting signals and the delivery of the associated value fromithevent structure.

With 2.5, an application compiled defining the madP®SI X_PER_PROCESS_TIMERS (or with the
symbol_POSIX_C_SOURCE having a value greater than 199500L) will createprecess timers. The
timer IDs of peiprocess timers are usable from aWR and the expiration signals are generated for the
process rather than directed to a specifMPLFurther perprocess timers are deleted only by
tiner_del ete(3r) or at process termination.

Applications compiled prior to 2.5, or without the feature test macros described above, will continue to
create pet WP POSIX timers. In some future release, calls to creat&\é&r timers will return per
process timers. The end of life for POSIX th&¥P timers is announced on thener _creat e( 3r)

man page.

ST17 - Late Breaking News 2



per-thread alarms:

Under 2.3 and 2.4, a call &d arm(2) andsetitimer(2) is meaningful only within the calling

LWP. Such timers are automatically deleted upon termination of the creatifgHence for multi-

threaded programs, only bound threads can use this fagilign with this restricted use, under 2.3/2.4,

the use ofal ar m(2) andsetitimer(2) timers in multi-threaded applications is unreliable with

respect to masking the resulting signals from the bound thread which issues these calls. If such masking
is not required, then these two system calls work reliably from bound threads.

With 2.5, an application linking with -Ipthread (POSIX threads), will getgsecess delivery of
SIGALRM when callingal ar n{ 2) , but the eflect due toset i ti mer (2) will continue to be per
LWP. TheSIGALRM generated byl ar m( 2) is generated for the process rather than directed to a
specific IWP. Further the alarm is reset at process termination.

Applications compiled prior to 2.5 or not linked with -Ipthread will continue to see-aWer delivery
of signals generated ksl ar n{ 2) and/orsetitiner(2).

In some future release, callsabar m(2) and/or toseti ti mer (2) with thel TIMER_REAL will
cause the resultin§l GALRM to be sent to the process. The end of life forlp/P SIGALRM
generation is announced on thkear m(2) andsetiti mer(2) man pages.

Flags other than theTIMER_REAL flag toseti ti mer (2) will continue to result in the generated
signal being delivered to theAlP that issued the call, and hence will be usable only from bound
threads.
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